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Amnatoniii Isanosnu Mapymax

Hasuaavro-nayrosuii incmumym nepenigzomosku
ma nigsuwenms ksanripikauii kagpis CBY
Hauionanvna axagemis Caymncbu 6esnexu Yxpainu
Kuis, Yxpaina

METOJHW IIPABOBOI'O PET'YAIOBAHHA BE3ITEKH OCOBH,
CYCIIIABCTBA, JEPIKABH B IHOPOPMAUIMHIN CHEPI

AnoTtauis. [ngopmayitinuil YUHHUK € 8ANCTUBUM PAKMOPOM CYCRITLHOZO PO3GUMKY, OCKLTbKU
BUKOHYE OP2aHi3aYitIHO-YNPAGIIHCOKY MA Pe2yNAmUeHO-KOHMPONbHY QYHKYIL 6 CyuacHomy iH-
Gdopmayitinomy cycninoemsi. Tomy 0oCHO8HA Mema pobomu nojsieae y ananizi Memooie npago-
6020 pe2yniosanis 6esneku 0coou, CyCniibCcmea, oepicasu 6 inpopmayiunin cgepi. ¥ cmammi
3anpoOnoHOBAHO HAYKOY 2inomesy npo noOil npeoMmenty npasoso2o pe2ynioeanis besnexu 0co-
bu, cycninbemea, 0epaicasu Ha mpu CKiadosi: inghopmayiuna desneka, desneka ingopmayii
3 oOmedxcenum docmynom ma Kibepbesnexa. Ilpasose pecyniosanms 6iOHOCUH w000 iHpopma-
YIlIHOI be3neKu cnpamo8yeEmvbCs Ha NPOMUOit0 He2amusHOMY iHopmayitiHomy enauey 8 ingop-
MayitiHoMy HPOCMOPI 0epiHcasu, YHOPMYBAHHs 8iIOHOCUH 3 NPUBOOY besneku iHgopmayii 3 00-
medicenum docmynom (I30/) na cmeopenns opeaHi3ayiliHO-NPago8o20 PetcUMy, HA0aHHs 00-
cmyny 00 iHopmayii mowo, a peenamenmayis 8i0HOCUH w000 Kibepbe3nexku nog sa3ana
3 GUABNIEHHAM, 3aN00I2AHHAM | HeUMPANi3ayiclo peaibHuX I NOMEeHYIUHUX 3a2po3 00 ekmam
Kpumuunoi inghopmayitinoi ingppacmpyxkmypu. Ipu 3abesnevenni ingpopmayiiinoi desnexu oco-
ou, cycninbemsa i Oeporcasu nepesasicae OUCNO3UMUSHUTL MeMOO NPABOBO20 Pe2YIIOBANH S, XOUd
3poOnenHo npunywents npo nepcnekmugHe NOCULEHHA IMNePAmueHO20 8pe2yio8anHts NUMman
3abe3neuenHs beanexu 0coou, CyCniibCmea i 0epiHcasu y YacmuHi npomuoii 0e3iHpopMyeaHHIo
5K 6udy iHghopmayitinoeo npasonopyuienns. [lpasose peeynosanns 6esnexu 130/] 30iicHioemo-
€5l 3 GUKOPUCTNAHHAM IMNEPAMUGHO20 MEeMO0y NPABO6020 Pe2yNI0GaAHHS, A OUCHOZUMUGHULL
Memoo npaeogozo pezynosanis npu o06izy 130 3acmocogyemucs y uacmuni 30upanus i no-
wupeHHs cycninbHo HeobXxioHoi ingpopmayii. CycnineHi 8iOHOCUHU 3 NPUBOOY 3aDe3neyenHs Ki-
bepbesnexu ype2ynbo8yIomucs IMNepamueHuM MemoooM NpagoBo2o pecynio8anHs, Xo4d 0
VHOPMYBAHHA NUMAHb 0EPAHCABHO-NPUBAMHO20 NAPIMHEPCMEA 3POOIEHO GUCHOBOK NPO HEOOXIO-
HICMb 3aCMOCYBAHHI BUKTIOUHO OUCNOZUMUBHO20 MEMOOY NPABOBO2O Pe2YNI0BANHS.

KurouoBi cioBa: inpopmariitna 6esneka, kibepdesneka, Oe3neka iHGpopmariii 3 0OMeKeHUM
JOCTYTIOM, TIPAaBOBE PETYIIOBAHHS, METOI, iH()OpMaIliiiHe paso.
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METHODS OF LEGAL REGULATION OF THE SECURITY OF THE
INDIVIDUAL, SOCIETY, STATE IN THE INFORMATION SPHERE

Abstract. Information factor is an important component of social development, as it performs
organizational and managerial and regulatory oversight functions in the modern information
society. Therefore, the main purpose of the article is to analyse the methods of legal regulation
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of security of a person, society, state in the information sphere. The paper proposes a scientific
hypothesis on the division of the subject of legal regulation of the security of a person, society,
state into three aspects: information security, classified information security and cybersecurity.
Legal regulation of information security relations is aimed at counteracting the negative infor-
mation impact in the information space of the state, normalizing relations in terms of security
of classified information to establish organizational and legal regime, to provide access to in-
formation, etc., and regulation of cybersecurity relations is connected with detection, prevention
and neutralization of real and potential threats to critical information infrastructure facilities.
Upon ensuring the information security of the individual, society and the state, the dispositive
method of legal regulation prevails, although further reinforcement of imperative regulation of
issues of ensuring the security of the person, society and the state with regard to combating
misinformation as a type of information offense is presumed. Legal regulation of the security of
classified information is ensured through the imperative method of legal regulation, and the
dispositive method of legal regulation in the circulation of classified information is used in the
part of collecting and disseminating publicly required information. Public relations regarding
cybersecurity are governed by the imperative method of legal regulation, although with regard
to normalization of public-private partnership matters, a conclusion is made on the necessity
of application of dispositive method of legal regulation exclusively.

Key words: information security, cybersecurity, security of classified information, legal regula-
tion, method, information law.

INTRODUCTION

In the context of a transborder information society, an important strategic objective
is to develop the system of international information security as a state of global
information space, which excludes the possibility of violations of the rights of the
individual, society and the state. The dynamics and nature of the development of the
global information society offer great opportunities for intensifying the latest chal-
lenges and threats to the individual as a vulnerable subject of information relations.

Scientific interest in the problematics of information security is manifested in
various humanities — philosophy, political science, cultural studies, psychology,
pedagogy, economics, sociology and others, which as a general rule is reflected in the
research of the laws of development of information and security field as a backbone
component of life of modern society on the whole and life of every member of this
society. In the global information society, the tendency to form an understanding of
the features and significance of the realization of the interests of the individual, society,
state, including the need for security, requires greater attention from science, espe-
cially in the context of the analysis of methodological approaches [1-4].

Large-scale transformations in the conditions of development of information and
telecommunication technologies cause aggravation of national security issues, actual-
ize modern tendencies of realization of the triad of interests of the individual, society
and the state in the context of security in the information sphere. Currently, the leading
principles of building an information society in Ukraine include free access to infor-
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mation and knowledge, except for the restrictions established by law [5; 6]. At the
same time, our state declares and consistently upholds the constitutional principles of
freedom of speech, the right to information and security of the individual, society,
state, and the security dimension of the researched issue is especially revealed in the
light of the legal regulation of social relations [7—10]. In particular, a number of cur-
rent regulations is indicative of the urgency of ensuring information security in the
territory of our country, including such Laws of Ukraine as: "On Information"', "On
Citizens' Appeals"?, "On Printed Mass Media (Press) in Ukraine", "On Television and
Radio Broadcasting", "On Information Agencies"’, "On the National Archival Fund
and Archival Institutions"®, "On Libraries and Librarianship"’, "On State Statistics"®,
"On State Secrets"’, "On Access to Judgments"'®, "On Electronic Documents and
Electronic Document Circulation"!!, "On Protection of Information in Information and
Telecommunication Systems"!?, "On Scientific and Technical Information"!?, "On the
National Informatization Program"', "On the Procedure for Reporting on the Activ-
ity of State Bodies and Local Self-Government Bodies in Ukraine by the Mass Media"'5,

I Law of Ukraine “On Information”. (1992, October). Retrieved from https://zakon.rada.gov.ua/laws/
show/2657-12

2 Law of Ukraine “On Citizens’ Appeals” (2019, July). Retrieved from https://zakon.rada.gov.ua/
laws/show/393/96-%D0%B2%D1%80

3 Law of Ukraine “On Printed Mass Media (Press) in Ukraine” (2018, November). Retrieved from
https://zakon.rada.gov.ua/laws/show/2782-12

4 Law of Ukraine “On Television and Radio Broadcasting” (2018, November). Retrieved from https://
zakon.rada.gov.ua/laws/show/3759-12

5 Law of Ukraine “On Information Agencies”. (2019, July). Retrieved from https://zakon.rada.gov.
ua/laws/show/74/95-%D0%B2%D1%80

¢ Law of Ukraine “On the National Archival Fund and Archival Institutions”. (2015, May). Retrieved
from https://zakon.rada.gov.ua/laws/show/3814-12

7 Law of Ukraine “On Libraries and Librarianship”. (2017, January). Retrieved from https://zakon.
rada.gov.ua/laws/show/32/95-%D0%B2%D1%80

8 Law of Ukraine “On State Statistics”. (2014, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/2614-12

 Law of Ukraine “On State Secrets”. (1994, January). Retrieved from https://zakon.rada.gov.ua/laws/
show/3855-12

10" Law of Ukraine “On Access to Judgements”. (2017, December). Retrieved from https://zakon.rada.
gov.ua/laws/show/3262-15

I Law of Ukraine “On Electronic Documents and Electronic Document Circulation”. (2018, Novem-
ber). Retrieved from https://zakon.rada.gov.ua/laws/show/851-15

12° Law of Ukraine “On Protection of Information in Information and Telecommunication Systems”.
(2014, April). Retrieved from https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%80

3 Law of Ukraine “On Scientific and Technical Information”. (2014, April). Retrieved from https://
zakon.rada.gov.ua/laws/show/3322-12

4 Law of Ukraine “On National Informatization Program”. (2016, August). Retrieved from https://
zakonl.rada.gov.ua/laws/show/74/98-%D0%B2%D1%80

!5 Law of Ukraine “On the Procedure for Reporting on the Activity of State Bodies and Local Self-
Government Bodies in Ukraine by the Mass Media”. (2019, July). Retrieved from https://zakon.rada.gov.
ua/laws/show/539/97-%D0%B2%D1%80
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"On Advertising"!, "On Basic Principles of Cyber Security of Ukraine"?, etc. The
aforementioned regulations, in their communication and interdependence, establish a
system of official opinions, which defines national interests as objectively significant
needs of the individual, society and the state in ensuring their protection and sustain-
able development. Thus, in the face of new challenges and threats of a transborder
global information society, the relevance of scientific and legal issues and the develop-
ment of new approaches to counteracting information and psychological, destructive
influence is determined by the substantial objectives of ensuring legal information
security of the individual, proceeding from doctrinal approaches and the developed
methodology [11-14].

The above determines the relevance of the legal groundwork for information se-
curity of the individual, society and state, of scientific research and development of
doctrinal provisions aimed at substantiating the place and role of a given legal institu-
tion in the science of information law, as well as the relevance of specifying the
methods of legal regulation of the researched institution [15—17]. Proceeding from the
position of representatives of the doctrine, we shall note that the subject of regulation
of information law are relations regarding the circulation of information, in particular
its creation, reception, collection, storage, protection, application, dissemination, etc.
In turn, the methodology of legal regulation of the researched institution has a multi-
variate approach to its interpretation. Thus, the majority of legal research refers to
classic methods of regulation — dispositive and imperative. As early as 2008,
R. A. Kalyuzhny'j and A. G. Martsenyuk actualized the discussion regarding the
subject and methods of information law [18]. A team of scientists led by M. Ya. Shvets,
R. A. Kalyuzhny'j, and V. P. Melnyk made an attempt to systematize the information
law of Ukraine on a single methodological basis [19]. The author of this paper also
made an attempt to uncover the methodological foundations of information law of
Ukraine in 2011 [20]. The specified direction of scientific search was also developed
by L. V. Panova in the context of development of the system of information law of
Ukraine [21]. In his works, L. P. Kovalenko proposed an original definition of the
method of information law and substantiated the possibility of creating, with its help,
proper conditions for realization and protection of citizens' rights in the information
sphere, as well as normal functioning of the information society [22]. At the same
time, despite the presence of sufficiently sound scientific achievements of representa-
tives of national doctrine, the subject of the paper remains relevant in the context of
modern transformational realities and new approaches to legal consciousness and
methods of legal regulation.

In consideration of the foregoing, the purpose of the article is to conduct a com-

' Law of Ukraine “On Advertising”. (July, 2018). Retrieved from https://zakon.rada.gov.ua/laws/
show/270/96-%D0%B2%D1%80

2 Law of Ukraine “On Basic Principles of Cyber Security of Ukraine”. (2017, October). Retrieved
from https://zakon.rada.gov.ua/laws/show/2163-19
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prehensive research of the methods of legal regulation of the security of the individ-
ual, society, state in the information sphere, factoring in the doctrinal approaches and
modern realities of law enforcement practice. Proceeding from the stated purpose, the
following research objectives are outlined: 1) to clarify the methodological approach
to the subject of legal regulation of the issues of security in the information sphere;
2) to analyse methods of legal regulation of information security of a person, society,
state; 3) to identify methods of legal regulation of cybersecurity and circulation of
classified information.

1. MATERIALS AND METHODS

The methodological basis of the article is represented by a set of general scientific
and special legal methods of cognition. Thus, the dialectical method was used upon
researching the development patterns of the security dimension of the individual,
society, state in the conditions of the global information space development. The
Aristotelian method was used in the analysis of information legislation, determin-
ing the content of basic concepts, systematization of material to obtain generalized
conclusions within the stated problematics. In addition, the basis of the methodology
of scientific research includes a factorial, cause-consequence analysis, aimed at iden-
tifying the circumstances, components of methodological approaches to ensuring the
security of the individual, state, society in the information space. Taking into account
that factorial analysis as a technique is applied in various fields of knowledge, it is
proposed to use it for a comprehensive and systematic research of the nature of the in-
fluence of certain factors in the form of challenges and threats to information security.

The comparative law method facilitated the identification of tendencies and com-
parison of approaches of foreign countries. In particular, the analysis of national
legislation, as well as European Union initiatives in the information sphere, focused
on normalizing the corresponding relations to ensure the security of the individual,
society and the state. To obtain and summarize knowledge on the essence and stages
of development of the method of legal regulation of the information security institu-
tion, the historical law method was applied.

The system analysis enabled the assessment of the formed approaches to the legal
support of the information security of the individual, facilitated their correlation with
objectively existing social relations, and the sociological method allowed to perform
an assessment of the factors influencing the behaviour of the individual as a subject
of information relations. The predictive method — in the form of legal modelling — was
applied upon the determination of the legislation development prospects, aimed at
creating a system of effective legal support for information security of the individual,
society, state, factoring in the latest approaches to the methods of legal regulation and
approbation of foreign successful practices.

The theoretical basis of the research is formed from the works of scientists in the
field of information law, in particular, the works of L. P. Kovalenko on the subject and
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methods of information law of Ukraine are researched [22]. Using the method of sys-
temic synthesis, the definitions provided by the scientist were compared with the
provisions of the legislation of Ukraine and the features of legal regulation of relations
in the field of security of the individual, society and the state are revealed. For a detailed
study of the research subject, the works of I. V. Panova were analysed, which cover
the tendencies of development of the system of information law of Ukraine [21]. To
compare the domestic practices of legal regulation with European approaches, the
works of D. Frau-Meigs, B. O'Neil, V. Tome, A. Soriano on digital education of the
population [23] and C. Wardle and H. Derakshan on "information clutter" were con-
sidered [24].

In the course of the research, national and international legal acts were processed,
among which special attention was given to such acts as the Council of Europe Con-
vention on Cybercrime!, the Law of Ukraine “On the Fundamental Principles of In-
formation Society Development in Ukraine for 2007-201572, the Law of Ukraine “On
State Secrets™, the Law of Ukraine “On Information™, as well as other regulations.

2. RESULTS AND DISCUSSION

2.1 Methodological approach to the subject of legal regulation of the issues of
information security

In the light of external aggression against Ukraine there is a scientific and practical
issue of defining the boundaries of regulation of relations regarding the security of
the individual, society, state in the information sphere. The wording "security of the
individual, society, state in the information sphere" was chosen not by chance, but
with the following considerations in mind. Firstly, in recent times, the legislation of
Ukraine is heading towards outlining a distinction between "information security"
and "cybersecurity" [25; 26]. Instead, the "classic" regulation is inherent in the rela-
tionship with the classified information security.

The definition of "information security", enshrined in the Fundamental Principles
for the Development of the Information Society in Ukraine for 2007-2015, is all-en-
compassing, as it was considered a state of protection of vital interests of the indi-
vidual, society and the state, wherein harm is prevented through:

— incompleteness, untimeliness and unreliability of the information used;

— negative information impact;

— negative consequences of the application of information technologies;

' Council of Europe Convention on Cybercrime. (2001, November). Retrieved from http://zakon4.

rada.gov.ua/laws/show/994 575

2 Basic Principles of Information Society Development in Ukraine for 2007-2015. (2007, January).
Retrieved from https://zakon.rada.gov.ua/laws/show/537-16

3 Law of Ukraine “On State Secrets”. (1994, January). Retrieved from https://zakon.rada.gov.ua/laws/
show/3855-12

4 Law of Ukraine “On Information”. (1992, October). Retrieved from https://zakon.rada.gov.ua/laws/
show/2657-12

®
80



Journal of the National Academy of Legal Sciences of Ukraine, Vol. 26, No. 3, 2019

— unauthorized distribution, use and violation of the integrity, confidentiality and
accessibility of information'. In 2007, such a definition of "information security" in-
cluded issues of information security (information resources), security of the informa-
tion space and security of functioning of the information and telecommunication in-
frastructure [27].

Today, however, the concept of "information security" acquires a different, "nar-
row" meaning. Having analysed, for example, item 4.11 of the National Security
Strategy of Ukraine, regarding the priorities of providing information security, we
understand that it refers to “counteraction to information operations against Ukraine,
manipulation of public consciousness and dissemination of distorted information,
protection of national values and strengthening of unity of Ukrainian society; develop-
ment and implementation of coordinated information policy of public authorities;
identification of Ukrainian information space subjects created and/or exploited by
Russia to wage an information war against Ukraine; creation and development of in-
stitutions responsible for information and psychological security, with consideration
of the practices of NATO Member States”, etc.”. Thus, information security encom-
passes processes and relationships that occur in the information space of the state.
A similar approach is enshrined in the Doctrine of Information Security of Ukraine,
which defines Ukraine's national interests in the information sphere, threats to their
implementation, directions and priorities of national policy in the information sphere.
Indeed, the priorities of the national policy in the information sphere stipulated
therein are determined by ensuring the protection and development of the information
space of Ukraine, as well as the constitutional right of citizens to information; open-
ness and transparency of the state to the citizens; formation of a positive international
image of Ukraine’®.

Factoring in such "narrowing" of the content of the concept of "information secu-
rity", as well as the position of scientists on the issue of security in information relations
we shall assume the scientific hypothesis that the security of the individual, society,
state in the information sphere should be defined as a type of national security, and
the corresponding public relations as a subject of legal regulation shall be conve-
niently divided into three aspects: information security, classified information secu-
rity, cybersecurity.

Upon the determination of the methods of legal regulation of the security of a
person, society, state in the information sphere, it is necessary to consider the concep-
tual difference between the regulation of relations in information security, where de-

! Basic Principles of Information Society Development in Ukraine for 2007-2015. (2007, January).
Retrieved from https://zakon.rada.gov.ua/laws/show/537-16

2 National Security Strategy of Ukraine, approved by the Decree of the President of Ukraine “On the
Decision of the National Security and Defence Council of Ukraine”. (2015, May). Retrieved from https://
zakon.rada.gov.ua/laws/show/287/2015

> Doctrine of Information Security of Ukraine “On Decisions of the National Security and Defence
Council of Ukraine”. (2017, February). Retrieved from https://mip.gov.ua/documents/100.html
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cisive is the counteraction to negative information influence, regarding the circulation
of classified information, in which the clear regulation of procedures for creating an
appropriate organizational and legal regime, provision of access, as well as regarding
cybersecurity connected with the timely detection, prevention and neutralization of
real and potential threats to critical information infrastructure objects [28].

2.2 Methods of legal regulation of information security of a person, society, state

Today, a substantial part of the information confrontation occurs precisely in the
information space, where misinformation processes are increasingly influencing the
security of the individual, society and the state. For example, the scientific issue of
the expediency of the legal regulation of relations in social networks for a long time
did not even come up in the jurisprudence as relevant in connection with the exist-
ence of a democratic concept of free circulation of information, the possibility of its
free dissemination in whatever form and by whatever medium [29]. Currently, the
negative effects of such dispositive regulation are detrimental to the interests of the
individual, society and the state, for instance, the dissemination of video on massa-
cres in New Zealand, the use of social media to overthrow the constitutional order,
calls for violence, etc. This nature of the development of information relations has
given rise to scientific controversy regarding the necessity of legal regulation of rela-
tions in social networks, particularly in terms of dissemination of harmful informa-
tion. Objective reasons for this already exist, as well as the willingness of executives
to regulate Internet relations. In particular, at the end of March 2019, M. Zuckerberg
stated the necessity for state regulation of such relations to counteract the spread of
harmful content, hold fair elections, and protect the personal data of citizens and the
ability to transfer data between services [30].

It is also noteworthy that, on January 23, 2019, the Ministry of Information
Policy of Ukraine and representatives of Facebook discussed cooperation in the field
of information security. The result of the meeting was that Facebook restricted po-
litical advertising for Ukrainian users from February 1, 2019 for the period of the
election, including the prohibition of campaigning from abroad to prevent external
interference [31].

Similar tendencies in the settlement of information security issues during the elec-
tions are also observed in the European Union. Thus, at the end of February 2019, the
European Network and Information Security Agency (ENISA) developed recommen-
dations to improve cybersecurity (a term was presumably used as a type of information
security — author's note) of elections. In particular, EU Member States are advised to
improve national legislation to address the issues of Internet misinformation while
respecting the fundamental rights of EU citizens. In particular, it is proposed to imple-
ment into national legal systems the possibility of identifying and blocking botnets,
strengthening the regulation of digital service providers, social media, online platforms
and messaging providers at EU level, deploying of unusual traffic detection technolo-
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gies by the aforementioned subjects, reinforcing the legal obligation for Member States
to classify election infrastructure as critical, as well as the obligation for political par-
ties to ensure a high level of cybersecurity in their systems, processes and infrastruc-
tures [32].

In recent years, EU Member States have paid particular attention to counteracting
misinformation by defining it as "any form of false, inaccurate or misleading informa-
tion designed, presented and disseminated intentionally to harm the public or to
profit" [33]. In particular, in January 2018, the European Commission established the
High-Level Expert Group ("the HLEG") to develop proposals regarding the counterac-
tion of this illegal phenomenon. In its report, the HLEG recommends that the Euro-
pean Commission takes o restrictive measures that would affect freedom of expression
and the right to information. At the same time, it highlights the need to adhere to the
following measures of counteracting misinformation on the Internet:

1) increase the transparency of online news by introducing adequate systems of
information dissemination to ensure the protection of personal data;

2) introduce media and information literacy to counteract misinformation and help
citizens use the digital media environment;

3) implement technical tools for users and journalists to identify misinformation
and facilitate positive engagement with rapidly evolving information technologies;

4) ensure the diversity and sustainability of the European media ecosystem,;

5) continue researching the impact of misinformation in Europe to develop mea-
sures for different subjects to continually improve appropriate counteraction [33].

As is evident, in 2018, experts, including scientists, offered “soft” dispositive legal
solutions to counteract such a threat to the information security of the individual, so-
ciety and the state as misinformation. And in February 2019, ENISA, in its recom-
mendations (which are predominantly dispositive), focusing on the issue of information
security during elections, proposes to introduce mandatory rules to prevent negative
consequences for the individual, society and the state [34].

It should also be noted that misinformation is not currently classified as an offense
in the information sphere. This is conditioned by the construction of legal systems
based on the principles of freedom of expression and the right to free access to infor-
mation. However, in view of the socially negative consequences of misinformation,
a draft law has already been registered in Ukraine that provides for legal liability for
this type of information offense in order to "protect a person's constitutional rights to
honour, dignity and business reputation by preventing the dissemination of misinfor-
mation in the media"!. Objectively, representatives of civil society are against criminal
liability for the dissemination of misinformation in the media and on the Internet. For
example, the FreeNet Ukraine Coalition emphasizes the inadmissibility of introducing

' Draft Law “On Amendments to Certain Legislative Acts of Ukraine on Prevention of Dissemination
of Misinformation in Mass Media”. (2019, March). Retrieved from http://w1.cl.rada.gov.ua/pls/zweb2/
webproc34?id=&pf3511=65657&pf35401=479177.

83



Journal of the National Academy of Legal Sciences of Ukraine, Vol. 26, No. 3, 2019
L ]

criminal liability for the media and other persons that publicly disseminate their ideas
and information, as “such legislative initiatives can be a dangerous tool for censorship
and pressure on independent media” [35].

Summarizing the points outlined in this section, we shall note that upon ensuring
the information security of the individual, society and the state, the dispositive meth-
od of legal regulation prevails, since the processes of circulation of mostly open in-
formation are regulated and there is a requirement to observe the constitutional prin-
ciples of freedom of expression and the right to information. Participants in such re-
lationships exercise the freedom to freely choose the forms and methods of obtaining
and disseminating information. Although in this direction we make the assumption on
promising strengthening of the imperative regulation of the issues of ensuring the
security of the individual, society and the state, and even the establishment of legal
liability for misinformation as a type of information offense.

2.3 Methods of legal regulation of the circulation of classified information

Upon regulating the security of classified information, the imperative method of
legal regulation is predominantly applied, as it largely concerns the protection of
the right to such information. Most clearly examples of application of the impera-
tive method of legal regulation are traced in the formation of regimes of protection
of state secrets, personal data, bank secrecy, trade secrets. For example, the regime
of protection of state secrecy provides for to undertake a written obligation to keep
a state secret that will be entrusted to them as a necessary condition for granting
admission to such secrecy!, or imposes on a citizen additional duties regarding the
preservation of a state secret, namely:

— not to disclose in any way the state secret which is entrusted to them or which
became known in connection with the performance of official duties;

— not to participate in the activities of political parties and public organizations
whose activities are prohibited in accordance with the legally established procedure;

—not to assist foreign states, foreign organizations or their representatives, as well
as individual foreigners and stateless persons in performing activities that harm the
interests of national security of Ukraine;

— to comply with the requirements of secrecy, etc. [9].

Domestic legislation contains a worldwide democratic approach to the existence
of classified information in terms of the possibility of its (classified information) dis-
semination, if such information is "publicly necessary, i.e. it is a matter of public inter-
est, and the right of the public to know this information outweighs the potential harm
from its dissemination"?. Moreover, the subject of public interest is information that:

I Law of Ukraine “On State Secrets”. (1994, January). Retrieved from https://zakon.rada.gov.ua/laws/
show/3855-12

2 Law of Ukraine “On Information”. (1992, October). Retrieved from https://zakon.rada.gov.ua/laws/
show/2657-12
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— indicates a threat to state sovereignty, territorial integrity of Ukraine;

— ensures the exercise of constitutional rights, freedoms and obligations;

— indicates the possibility of violation of human rights;

— indicates circumvention of the public;

— indicates harmful negative consequences of activity (inaction) of individuals or
legal entities, etc.!.

Such provisions are the result of the application of the dispositive method of legal
regulation in the circulation of classified information and are used by journalists and
other subjects to conduct journalistic investigations in the modern information society.

2.4 Methods of legal regulation of cybersecurity

In contrast to the definition of "information security", which, as noted, is somewhat
outdated and such that does not objectively correspond to the current relations and
realities of legal regulation, a rather progressive definition of the term "cybersecu-
rity" is established in Ukraine — it is the protection of vital interests of human and
citizen, society and the state upon using cyberspace, which ensures the sustainable
development of the information society and digital communication environment,
timely detection, prevention and neutralization of real and potential threats to na-
tional security of Ukraine in cyberspace?.

The new Law of Ukraine “On the Basic Principles of Ensuring Cybersecurity of
Ukraine” dated 05.10.2017 has expanded the understanding of the term “cybercrime
(computer crime)”, which is defined as socially dangerous act within cyberspace and/
or with its use, the liability for which is stipulated by Law of Ukraine on criminal li-
ability and/or is recognized as a crime by international treaties of Ukraine. We shall
point at the fact that despite the general "imperativeness" of the said Law, there is
place for dispositive features in the treatment as cybercrime of not only "classic" of-
fenses, expressly stipulated by Section XVI of the Criminal Code of Ukraine "Crimes
in the field of application of electronic computing machines (computers), systems and
computer networks and telecommunication networks”, but also of other socially dan-
gerous actions involving the use of cyberspace. With the development of information
technology, the list of such offenses will steadily increase, as the number of offenses
committed without the use of the Internet grows smaller. The list of historically known
criminal offenses of phishing, carding, fraud in banking (payment) systems will only
expand.

It should be noted that the Council of Europe Convention on Cybercrime of
21.11.2001 (hereinafter referred to as "the Convention"), which is ratified by Ukraine,
is aimed at increasing the efficiency of criminal investigations and prosecutions con-

I Law of Ukraine “On Information”. (1992, October). Retrieved from https://zakon.rada.gov.ua/laws/
show/2657-12

2 Law of Ukraine “On Basic Principles of Cyber Security of Ukraine”. (2017, October). Retrieved
from https://zakon.rada.gov.ua/laws/show/2163-19
®
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nected with criminal offenses related to computer systems and data, at the possibility
of gathering evidence connected with criminal offenses in electronic form'. 56 coun-
tries have joined the Convention: EU members as well as the USA, Japan, Australia,
Argentina, Chile, Senegal, Ukraine and others. In 2016, a representative of the Secu-
rity Council of Ukraine was elected to the governing body of the Committee — the
Bureau of the Convention Committee. Predominantly using the imperative method of
legal regulation, the Convention addresses the issue of combating cybercrime as the
greatest threat to cybersecurity — that is, to the vital interests of individuals and citizens,
society and the state during using cyberspace.

The provisions of the Convention regarding the promptness of processing requests
for the preservation of electronic evidence, the provision of information by national
Internet service providers, replies to requests for legal aid, etc. are based on imperative
grounds.

European and world practices indicate that public-private partnership form an
integral part of law enforcement action in the field of cybercrime. The management
of these relationships, both in the context of crime and in the context of cybersecurity,
should be addressed with due regard for the rights and interests of stakeholders. In this
context, it is advisable to create a basis for cooperation by signing a Memorandum of
Understanding between the Internet service providers and Ukrainian law enforcement
bodies. After all, domestic practices confirm that imperative decisions do not obtain
proper implementation. For example, the decision of the Council for National Secu-
rity and Defence of Ukraine dated April 28, 2017 “On Application of Personal Special
Economic and Other Restrictive Measures (Sanctions)”?, enacted by Presidential
Decree No. 133 dated May 15, 2017, regarding the provision of information security
and cyber security, requires the development and implementation of the mechanism
of blocking of information resource by operators and providers through their telecom-
munication and information and telecommunication networks. However, it is known
that the Draft Law "On Amendments to Certain Legislative Acts of Ukraine on Coun-
tering National Security Threats in the Information Sphere", which envisaged the
creation of mechanisms aimed at prompt detection, response, prediction, prevention,
neutralization of cyber threats, cyber-attacks and cybercrime and the restoration of the
stability and reliability of the functioning of communication, technological systems,
was not adopted. This was largely due to the lack of proper public discussion of the
relevant mechanisms (the existence of which during a hybrid aggression against
Ukraine is reasonable in most cases) and the lack of a basis for effective public-private
partnerships. It is noteworthy that in this respect the Situation Centre for Combating

' Council of Europe Convention on Cybercrime. (2001, November). Retrieved from http://zakon4.
rada.gov.ua/laws/show/994 575.

2 Law of Ukraine “On Application of Personal Special Economic and Other Restrictive Measures
(Sanctions)” (2017, April). Retrieved from https://zakon.rada.gov.ua/laws/show/n0002525-19
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Cyber Threats of the Security Service of Ukraine is a rather progressive platform for
elaboration of such a partnership in the field of cybersecurity.

Thus, relations regarding cybersecurity are predominantly governed by the im-
perative method of legal regulation (for example, upon establishing technical require-
ments for the protection of state electronic information resources). However, only a
dispositive method should be applied for normalization of the public-private partner-
ship matters.

CONCLUSIONS

This paper proposes the scientific hypothesis on the division of the subject of legal
regulation of the security of a person, society, state into three aspects: information
security, classified information security and cybersecurity.

Legal regulation of information security relations is aimed at counteracting nega-
tive information influence in the information space of the state, normalization of rela-
tions concerning the classified information security is aimed at creating an organiza-
tional and legal regime, provision of access, etc., and regulation of relations regarding
the cybersecurity is connected with detection, prevention and neutralization of poten-
tial threats to critical information infrastructure objects.

The paper concludes that the dispositive method of legal regulation prevails upon
ensuring information security of the individual, society and the state, since the pro-
cesses of circulation of mostly open information are regulated and there is a require-
ment to observe the constitutional principles of freedom of expression and the right to
information. At the same time, a presumption is made about further reinforcement of
imperative regulation of issues of ensuring the security of the person, society and the
state in the part of combating misinformation as a type of information offense.

Legal regulation of classified information security is predominantly performed
with the application of the imperative method of legal regulation, as it mainly concerns
the protection of the right to such information. Emphasis is placed on the fact that the
dispositive method of legal regulation in the circulation of classified information is
applied in the part of collecting and disseminating socially necessary information.

Public relations in terms of ensuring cybersecurity are predominantly governed by
an imperative method of legal regulation, although it is concluded that the exclusive
application of dispositive method of legal regulation is necessary for the normalization
of the public-private partnership issues.
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