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Muxoaa Eroposuu [llymuro
Kagpeapa npasocyaas
Kuiscokuii nauionarvruii yrisepcumem imeni Tapaca Illesuenka
Kuis, Yxpaina
Paiimyngac FOpka
Yuisepcumem imeni Muxonaaca Pomepica
Biavnioc, lumsa

Bragucrasa Angpiiena Kanaina

Tncmumym nigzomosku kazapis 445 opzamis ocmuuii
Hauionanvnuii opuguunuii ynisepcumem imeri Apocaasa Myapozo
Xapxis, Yxkpaina

IHCDOPMALI,IIjIHA TEOPIA JOKASIB TA [IPOBAEMH
BUKOPUCTAHHA EAEKTPOHHHUX 3ACOBIB IOKA3YBAHHA
Y KPUMIHAABHOMY ITPOBA I:KEHHI

AHOTAUiA. B cmammi po3enadaomsbcs akmyanbHi 01 CYyYACHO! HAYKU KPUMIHAIbHO20 NPO-
4ecyanbHo20 npasa ma npago3aAcmoco8yol NPAKMUKY NUMAHHSA 8UKOPUCTIAHHS 8 KPUMIHATb-
HOMY Np08adICeHHi Yuposux 0oxasis. Aemopamu nioKpeciroemucs, uo po3eumox Yugposux
MexHoN02IU, eNeKMPOHHUX POopM KOMYHIKAYIL, Mepedxci inmepHem, mpaHCHAYIOHATbHUU ma
MPAHCKOPOOHHULL XApaKmep 310YUHIB, U0 GUUHAIOMbCS 6 chepi Komn TomepHoi ingopmayii,
cneyuiunull xapaxmep ymeopenus yu@dposux ciiois, 0aioms MOANCIUBICIb KOHCMAMY8amu
3HAYHE POIUUPEHHSL MOJICTUBOCEN BUKOPUCTIAHHS 8 OOKA3YEAHHI YUPPOBUX 00KA3I8, A MAKOIC
06yMO08I1010Mb HEOOXIOHICMb 36ePHENH s 00 BUPiULeHHs NPOOIeM OOKA3YBAHHS, WO GUHUKAIOMD
6 YMO8AX yu@posizayii, 8 Momy Yucii CNUPAaryUcy, Ha HA0banHs IHPopmayiiHoi meopii do-
Ka3y8aHH, KA 003601UMb A0ANmyeamu 00Ka308y OlsIbHICIb Y KPUMIHATbHOMY NPOBAOICEH-
HI 00 6Y0b-SKUX MAUOYMHIX IHHOBAYIUHUX OOCSACHEHb, HAYKOBO-MEXHIYHO20 Npocpecy ma 6u-
3HAUUMU Micye yupposux 00Ka3ie ceped npoyecyarbHux oxcepen 00kasie. I11io uac docnioxcen-
Hs 6UABNEHI YUHHUKU, WO He2AMU8HO NO3ZHAUAIOMbCA HA NPA803acmocosyoi npakmuyi,
NpuU3800AMb 00 BUSHAHHA OMPUMAHUX Y KDUMIHATLHOMY NPOBAONCEHHI OOKA3I8 HeOONYCMUMU-
mu. ITiokpecaroemobcs, wo ni3HABATLHUL NOMEHYIAN 8 ACNeKmi PO368UMKY KPUMIHATbHOI npo-
YecyanvHoi HayKu Mae inopmayitina meopia KPUMIHAILHUX npoyecyarbHux 0okasis. Cnupa-
J0UUCL Ha me, WO YuPPosi MexHoN02Il 3aCHOBAHI HA Memo0ax KOOYSanHs ma nepeoayi ingop-
Mayii 3a 00NOM02010 NOOGIUHO20 KOOY WUPPYEaAHHS, AKUL 00360JIA€ He Tulie nepedasamu
iHghopmayito, ane i po3niznasamu it nicis ybo2o, AMopu pooOIsIMb BUCHOBOK, NPO OOYLIbHICMb
BUKOPUCMAHHSL OLIbUL UUPOKO2O0 NOHAMMIAL «Yupposa ingopmayisy ma «yu@dposutl 0oKaz» Ha
GIOMIHY 8I0 NOHAMMSL «EJIeKMPOHHA IHopmayiny abo «Komn tomepHa inghopmayisy. 3 memoio
Gopmysanns penesanmHux GUCHOBKIB, ABMOPU 36ePMAIOMbCsL 00 3AKOHO0ABCBA 3aPYOINCHUX
Kpain. 3a pezynbmamamu 00CAiONCEHHs CHOPMYTbOBANT UCHOBKU MA 3ANPONOHOBAHE BU3HA-
YeHHs NOHAMMSA Yuppoeozo 00Ka3y ma 3poONIeHO BUCHOBOK NPO HEOOXIOHICMb GUOKDEMICHHS
yuPpo6o2o 00KA3y AK CAMOCMINIHO20 NPOYECYATbHO2O OXcepend OOKA3IE.

KurouoBi cjioBa: 10Ka3u y KpUMiHATBHOMY MPOBAHKEHHI; UG poBa iHhOpMAaLlis; CICKTPOHHA
iH(OpMallis; eNeKTPOHHNUI TOKYMEHT, iH(opMaliiiHi TeXHOIIOT].
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INFORMATIONAL THEORY OF EVIDENCE
AND THE PROBLEMS OF USING THE ELECTRONIC MEANS
OF PROVING IN CRIMINAL PROCEDURE

Abstract. Article deals with the topical for modern science of criminal procedural law and law
enforcement practice question of use in criminal procedure digital evidence. Authors highlight
that development of digital technologies, electronic forms of communication, Internet, transna-
tional and transboundary nature of crimes, which are committed in the sphere of computer in-
formation, specific nature of creation of digital tracks, gives the opportunity to state the consid-
erable broadening of the possibilities to use in proving digital evidences, and also cause the
necessity of addressing to the solving the problems of proving, which appear in the conditions of
digitalization, including the heritage of informational theory of proving, which gives the possibil-
ity to adapt the probative activity in criminal procedure to any future innovative discoveries,
scientific and technical progress and define the place of the digital evidence among other proce-
dural sources of evidence. During the research, it is found the factors, which influence nega-
tively on the law enforcement practice, lead to recognition the evidence obtained in criminal
proceeding as inadmissible. It is emphasized, that the cognitive potential in the aspect of develop-
ment of the science of criminal procedure has the informational theory of criminal procedural
proves. Relying on the fact that digital technologies are based on the methods of coding and
transporting information using double code of encryption, which gives the possibility not only
transport the information, but also recognize it after that, authors make the conclusion about
suitability to use wider concept of "digital information" and "digital evidence" instead of
concepts "electronic information" or "computer information". In order to formulate relevant
conclusions, the authors refer to the legislation of foreign countries. The results of the study
are formulated in the conclusions, where authors suggest definition of the concept of digital
evidence and state the need to distinguish the digital evidence as an independent processual
source of evidence.

Key words: evidence in criminal procedure; digital information; electronic information; elec-
tronic document; informational technologies.

INTRODUCTION

The development of digital technologies, electronic communications, the Internet has
caused significant impact on social life and legal rules. Computers, mobile phones,

119



Journal of the National Academy of Legal Sciences of Ukraine, Vol. 26, No. 2, 2019

artificial intelligence, the use of electronic money and cryptology have become com-
monplace for many of us. In the conditions of digital reality, the law as a whole and
the criminal procedural law in particular gradually change. However, despite the
updating of the criminal procedural law, it still does not meet the needs of the pres-
ent. During proven activity in criminal proceedings, the latest technologies of fixing
traces of a crime, and the identification of persons who committed it are increasingly
being used, but not always received information is used as evidence in court or may
be grounded in a court decision. Factors that negatively affect law enforcement prac-
tices, in our opinion, are of a systemic nature and are, first of all, due to the lack of
proper legislative tools; and secondly, to the theory of proof that meets the needs of
time, contains the concept of evidence and proving, according to which the proce-
dural status of “digital information” becomes clear. In addition, legal terminology,
which is contained in the law or which is used in the legal doctrine, has dialecti-
cal unity with the process of law enforcement. Meanwhile, it should be noted that
there is no unity in the approaches to understanding such concepts as “computer evi-
dence”, “digital evidence”, “digital information”, “electronic document”, “computer
information”, “electronic media” “a document made using computer technology”,
etc. All above mentioned obviously requires addressing the problem of evidence in
a digitalisation environment, which will allow the adaptation of proving activity in
criminal proceedings to any future innovation achievements and determination of
the place of digital (electronic) evidences among procedural sources of evidence.
Problems of legal regulation of use of digital (electronic) information as evidence
in various aspects were investigated in the works of O. S. Aleksandrov, V. D. Arseniev,
M. S. Alekseyev, V. S. Balakshin, A. R. Belkin, J. P. Borulenkov, V. B. Vekhova,
B. Ya. Gavrilova, V. P. Gmyrka, L. V. Golovko, V. Ya. Dorokhov, N. A. Zygury, Z. Z. Zi-
natullin, S. V. Zuev, A. Yu. Kalamayko, I. O. Krytska, O. S. Kuchin, V. O. Lazareva,
P. A. Lupinskaya, O. P. Metelev, 1. D. Naidis, P. S. Pastukhov, C. B. Rosinsky, M. S. St-
rogovich, D. M. Tsekhan, S. A. Sheifer, A. V. Shilah and others. The growing scien-
tific interest in the above-mentioned problems should be noted as a positive point. At
the same time, the scholars mainly concern only certain aspects, the doctrine of crimi-
nal procedural law is not studied comprehensively, in particular, at the dissertation
level, in which the problems of the legal nature of electronic means of proving, their
classification, epistemological and methodological basis of use in proving would be
solved; proposals regarding effective legal regulation of the use of digital information
would be formulated; the legal regulation of the use of digital technologies in the course
of proving in the criminal process of foreign states would be analysed, etc.
Consequently, the purpose of the article is to develop scientifically grounded ap-
proaches to solving problems arising when using electronic means of proving in a
criminal proceeding; their consideration through the prism of the information theory of
evidence; definition of the ratio between the concepts of ““digital” and “electronic”
evidence”, “digital” and “electronic” information; development of features of digital
L ]
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evidence; definition of its concept; establishment of the place of digital evidence in the
system of procedural sources of evidence; study of foreign experience of legal regula-
tion of use digital evidence in proving.

1. MATERIALS AND METHODS

In order to achieve the purpose of the article and to formulate substantiated conclu-
sions, in the process of work a complex of general scientific and special methods
of scientific research, which are traditional for legal science was used: dialectical,
formal and logical, hermeneutical, generalisation and comparative and legal. The
dialectical method, absorbing the entire system of categorical apparatus of dialectics
and operating during the cognition with the principles of reflection, activity, compre-
hensiveness, ascension from the individual to the general, and on thecontrary from
the general to the one, the interconnection of quantitative and qualitative character-
istics, determinism, the unity of induction and deduction, analysis and synthesis,
made it possible to study the problems arising from the use of digital evidence in
criminal proceedings from the point of view of the integrity of this legal phenom-
enon and the interconnectedness of its element. Ascension thinking from specific to
abstract, with the subsequent transition from abstract to specific, allowed establish-
ing essential, typical and generalised features, characteristic for understanding the
legal nature of digital evidence, to emphasise their individual and specific features.
The formal and logic method became the basis to disclose and improve the notion of
digital evidence, to compare it with other concepts used in legislation and doctrine.
With the help of the hermeneutic method, the legal content of certain norms of the
criminal procedural and civil procedural legislation was established, the fact that
legal terminology does not correspond to the modern achievements of the technical
sciences was revealed. Using the comparative legal method, the authors learned the
legislative tendencies of foreign states. The method of generalisation made it pos-
sible to consistently integrate single facts into a single whole and formulate substan-
tiated conclusions aimed at improving the normative regulation of the issues under
investigation, and overcoming the problems that are encountered in enforcement
practice. These methods were used in the interconnection, which contributed to the
completeness of the research and the validity of the formulated scientific conclu-
sions and proposals.

2. RESULTS AND DISCUSSION

2.1 Information theory of evidence as promising vector of scientific researches in terms
of digitisation of the proving process

In the theory of procedural law of the end of 19" — early 20" the notion of “evidence”

was defined as everything that filled the world with matter, all that may be perceived
by us from the spiritual world [1]; or as totality of grounds to believe that there are
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circumstances, which must be established in the present case [2]. Such an under-
standing of the notion of “evidence” was due to the time, corresponded to the devel-
opment of the science of procedural criminal law, and therefore significantly differed
from that existing in the domestic doctrine of the criminal process and legislation.

In the Soviet period, there was view of evidence as facts learned by a court during
the administration of justice. Such a vector of understanding of evidence was developed
by such scholars as A. Ya. Vyshinsky, M. O. Cheltsov, S. V. Poznyshev [3-5]. However,
such an understanding of evidence was not devoid of deficiencies. Emphasising that
the above definition of evidences leaves the question of the origin of the fact unclear,
it as if appears before a subject of proving to be in the finished form, M. S. Strogovich
proposed the “double” concept of the notion of evidence, the essence of which was that
the notion of evidence unites: 1) a fact on the basis of which necessary circumstances
of crime are established and 2) the source provided by law from which a subject of
proving obtains the facts [6]. M. S. Strogovich understood sources of facts as types of
evidence common to modern science of the criminal process: testimony, expert opinions,
material evidence, protocols, reviews, other written documents, etc.

In the 60s of the last century, in conditions of rapid development of technological
progress, the issue on informational nature of evidence became topical. V. Ya. Dorokhov
was the first who mentioned this aspect of evidence; he can be considered the founder
of the information theory of evidence. According to this theory, evidence is reviewed
not as a fact, but as information about the fact that it is an information signal [7]. The
information theory of V. Ya. Dorokhov is based on the theory of reflection, the main
thesis of which is the postulate that the outside world objectively exists and can in
principle be known. The author concluded that evidence is result of interaction of two
material objects, each of which leaves own mark on others. Therefore, the mechanism
of evidence formation is in system of “double reflection”. First of all, objects of the
surrounding world interact with each other, leaving trace-reflection on one another or
in the consciousness of witnesses of interaction — this is the “primary reflection”. Later,
the traces left are revealed by a subject of evidence and are already reflected in his/her
mind during the review of the place of the event, interrogating eyewitnesses, which is
a “secondary reflection”. Information, in the opinion of V. Ya. Dorokhov, being in its
essence a reflection of past events, is of signal nature and cannot exist separately from
matter: its existence is always conditioned by presence of information source and its
receiver. The same evidence is the unity of information (information) and their source
(material carrier) [8].

Consequently, within informational theory, evidence is information (data or mes-
sage) that is transmitted through signal and is an encoded equivalent of an event, re-
corded by a carrier of information and expressed in the form of conditional physical
symbols, which creates a certain ordered set [9]. Such understanding of evidence can
be perceived by modern science, which has faced the necessity of the transformation
of approaches to understanding evidences in criminal proceeding, that in its turn is
L ]
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conditioned by significant changes in economy and society as a result of digitalisation
and the forthcoming fourth industrial revolution [10].

2.2 The essence and features of electronic evidence, its place in the system of procedural
sources of evidences

The Law of Ukraine of October 3, 2017, “On Amendments to the Commercial Pro-
cedural Code of Ukraine, the Civil Procedural Code of Ukraine, the Code of Ad-
ministrative Justice of Ukraine and other legislative acts” introduced such a means
of proof as an electronic evidence in the procedural codes [11]. The legislator uses
unified approach to understanding of “electronic evidence” as information in elec-
tronic (digital) form that contains data about circumstances important for a case, in
particular, electronic documents (including text documents, graphic images, plans,
photographs, video and audio, etc.), websites (pages), text, multimedia and voice
messages, metadata, databases, and other data in electronic form. The law provides
that such data may be stored, in particular, on portable devices (memory cards, mo-
bile phones, etc.), servers, back-up systems, and other places of data storage in elec-
tronic form (including the Internet).

At the same time, the legislator has neglected the need for such changes in the
criminal procedural law, which has already been discussed among legal scholars and
practitioners. On January 17, 2019, Verkhovna Rada of Ukraine adopted draft law
Ne 9484 “On Amendments to the Criminal Procedure Code of Ukraine and the Criminal
Code of Ukraine (regarding the improvement of the order of application of certain
measures for the enforcement of criminal proceedings).” Despite the fact that the de-
velopers announce in the explanatory memorandum that the draft law provides for
amendments to the CPC of Ukraine in terms of clarifying the special terminology in
the field of information technologies, the text does not define the notion of electronic
(digital) evidence or at least electronic (digital) information [12].

In our opinion, the absence of appropriate changes to the criminal procedural leg-
islation can only be explained by the conservatism of the domestic legislator. Thus,
law-enforcement practice is forced to adapt the current CPC to the needs of the present,
and “electronic evidence” in criminal proceeding are considered material evidences or
documents that not always corresponds to the nature of the latter (art. 98, 99 of the CPC)
[13]. Such “adaptation” does not always find support in the courts, and the evidence
obtained is deemed inadmissible. Thus, it is obvious that there is a need to improve the
legal definition of the notion of evidence in criminal proceedings, taking into account
the specifics of digital information, as well as the normative consolidation of the special
regime for its use and verification. It also confirms the thesis that it is necessary to al-
locate electronic (digital) evidences as a separate procedural source of evidence and the
inability to identify them with material evidences and documents.

It is known that terminology has the important place in doctrine and law-making.
Each legal term has a legal sense and with the help of a legal notion reflects an essence
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of a legal phenomenon or process. Therefore, it is no coincidence that terminology used
in legislation and science is the subject of close attention and discussion. This is about
equation or, on the contrary, separation of the concepts of “digital” and “electronic”
evidence. Thus, M. O. Efremova defines “electronic information” as information (mes-
sages, data), presented in electronic and digital form, regardless of the means of their
storage, processing and transmission [14]. A similar position is taken by V. M. Shchepetyl-
nikov, who believes that the totality of social relations connected with the circulation
of information cannot be exhausted by the use of the term “computer”, since the com-
puter is only one of the varieties of electronic computing technology. In this regard, the
author prefers the use of the term “electronic information” [15].

The opposite position is taken by the American scientist Joseph Rotenberg, who
argues that the notion of “digital information” is more appropriate because information
theoretically can exist in non-electronic form, for example, with the use of optical and
quantum technologies, and “electronic information” is not necessarily digital [16].
S. P. Kushnirenko also emphasises the expediency of using the term “digital informa-
tion”. According to his understanding, digital information is any information presented
in the form of a sequence of digits available for input, processing, storage, transmission
through technical devices [17].

Ukrainian legislator equates the notions of “digital” and “electronic” information
and, consequently, there are “digital” and “electronic” evidence, in particular, in the
norms of the Civil Code of Ukraine. Basing on the legislator’s approach domestic sci-
entists also equate these notions, using the terms “electronic” and “digital” evidence as
synonyms [18].

In our opinion, such the position is more convincing according to which it is ap-
propriate to use the broader notion of “digital information” and “digital evidence”, since
digital technologies are based on methods of encoding and transmitting information
using a dual encryption code (0 and 1), which allows not only the transmission of in-
formation, but also it recognition after receipt. Electronic information (and computer
information) is only a kind of digital information and correlates with the latter, respec-
tively, as kind and class.

Taking into account requirements of time, modern scientists try to develop the
definition of the notion of electronic evidence. In particular, A. I. Zozulin understands
digital information as information that is encoded in a dual system of computation and
is transmitted using any physical signals [19].

Also it is proposed to understand as digital evidence any information (messages,
data) that is in electronic form on the basis of which a court, prosecutor, investigator
basing on a certain established procedural order, determines the presence or absence of
circumstances to be proven during the criminal proceedings, as well as other circum-
stances relevant to a criminal case [20].

On the basis of the formulated definition, the authors propose a number of features
of electronic evidence, among which are the following: 1) they are represented in en-
L ]
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coded form in one of the objective forms of information existence — electronic; 2) they
are always mediated through technical material carrier beyond which their existence is
impossible; 3) simultaneously several participants of the criminal proceedings may have
access to them and acquaint with them; 4)evidence is quickly transformed into non-
electronic forms and vice versa; for example, they can be printed on paper and scanned
from a paper carrier; 5) there is a possibility to copy them on any type of electronic
media and to send on any distance; 6) evidence is collected, investigated and used for
the purpose of criminal proceedings only with the help of special scientific and techni-
cal means — means of storage, processing and transmission of computer information,
information and telecommunication networks and terminal equipment [20].

In general, it is worth agreeing with the proposed features of digital evidence and
emphisisng that, in our view, key one is the absence of material form because they can-
not be felt due to the lack of material expression. Meanwhile, digital evidence can
exist in intangible form on technical media. These features distinguish electronic evi-
dence from written and material evidence. In addition, it should be added that digital
information is more vulnerable to third-party intervention, it can be easily destroyed or
changed. The process of creating and storing information is also specific; it makes it
easy to change a carrier without losing content and, on the contrary, provides the abil-
ity to make changes to the content without leaving traces on a carrier. In addition, the
transmission and copying of digital information is possible without removing a carrier
using which this information was created.

2.3 Features of using digital information in foreign countries

To create updated domestic model of proving, which corresponds to modern level
of achievements of science and technology, from the perspective of search the ways
to solve similar problems, it is important to analyse foreign practices in order to
learn from advanced countries. In addition, the transnational and transboundary na-
ture of crimes in the field of computer information, the use of computers as tools
for committing a crime, the specific nature of the creation of digital traces outside
the jurisdiction of one particular state entails the development of intergovernmental
cooperation and, possibly, the formation of a unified international application law
information technology in criminal proceedings.

The use of digital evidence in the United States, which is considered a pioneer in
computerisation, is governed by the Federal Criminal Procedure Code [21], the Fed-
eral Rules of Evidence [22], Manual on Searching and Seizing Computers and Obtain-
ing Electronic Evidence in Criminal Investigations [23], the Federal Law “Uniting and
Strengthening America by Providing Appropriate Tools Required to Intercept and
Obstruct Terrorism” (so called “the USA Patriot Act”) [24], the Foreign Intelligence
Surveillance Act [25], as well as judicial precedents. In the United States there are also
a number of rules, instructions, and techniques aimed at regulating the use of elec-
tronic evidence.

125



Journal of the National Academy of Legal Sciences of Ukraine, Vol. 26, No. 2, 2019

Unlike in the Ukrainian legislation, in the United States there is no legal definition
of evidence. The norms of the federal rules of evidence also do not contain any men-
tion of digital or electronic evidence, which is explained by the fact that this act was
adopted in 1975, but the evaluative concepts and their functional interpretation allow
the distribution of the provisions of the Rules to the current needs, as evidenced by
the textbooks, practical comments and scientific articles. Also, the absence of exhaus-
tive list of evidence in the procedural legislation of the USA gives such an opportu-
nity [22].

In the doctrine, evidences are defined as information that is able to establish or
refute a fact [26]. Article 401 of the Federal Rules of Evidence establishes a rather
evaluative notion that evidence is appropriate if it can, in any form, make any fact which
has an effect on the qualifications of an offence to be more likely or less probable than
in the absence of this evidence [27]. In this, evidences are divided into three categories:
1) real or physical evidence that consists of tangible objects that can be seen and touched;
2) testimony of witnesses, which may be provided in court proceedings on the basis of
personal observation or experience; 3) indirect evidence, based on additional informa-
tion, observation of reality, which can confirm the conclusion, but does not prove it (so
they are considered as indirect).

Definition of digital (electronic) evidences is also developed in the theory of
American criminal proceeding. Digital (electronic) evidence is any evidentiary informa-
tion stored and transmitted in digital form, which a party to a lawsuit may use in a court
session [28]. The legislation does not provide list of procedural actions that are used to
collect digital evidences.

Usage of digital evidence in the process of proving in the USA is regulated in details
in Manual on Searching and Seizing Computers and Obtaining Electronic Evidence in
Criminal Investigations (Chapter V). In the Manual, electronic documents as evidenc-
es are divided into non-hearsay and hearsay [23].

By the origin and content there are two main groups of computer evidences:
1) evidences as a result of activity of a person stored on an electronic carrier and con-
taining information filled in by a user; 2) evidences created by a computer in accordance
with in accordance with the program laid down (computer-stored evidence, human
generated computer evidence);

Non-hearsay evidence includes those that generated by a computer without a human
participation; such evidences are divided onto two categories: computer-generated
records (records created by a computer) and computer-stored records (records that are
stored in a computer) [29].

The result of human activity (personal letters, memos, accounting documents, etc.)
are reviewed as hearsay.

In this, the Manual establishes a list of requirements for an electronic document
as procedural evidence. Before accepting an electronic document as evidence, a process
participant must prove its authenticity, which allows to establish the admissibility and
L ]
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conclude that the authenticity is correct. This approach is due to the fact that evi-
dences created by a human is more vulnerable to interference and changes than the
evidence that is created directly by a computer. Consequently, the main thing in the
American proof theory is the possibility of verifying the evidence that conditions its
admissibility.

In France, according to Part 1 of Art. 427 of the CPC of France, the presence of
crimes can be established using any type of evidences that allow a judge to make a
decision based on his/her own conviction. Consequently, the CPC of France does not
contain an exhaustive list of types of evidence. In addition, the CPC of France con-
solidates the freedom to collect evidences, any act of an investigating judge which he/
she considers necessary to do, except in cases explicitly prohibited by law, may be
admissible [30].

In the CPC of Germany, although direct digital information is not isolated as an
independent source of evidence, based on the CPC, it can be concluded that such in-
formation can be collected during any procedural action: seizures, mailboxes, telephone
conversations, searches, examination of documents, telecommunications control, com-
puter search, possible criminals, etc. [31].

CONCLUSIONS

The development of digital technologies, electronic forms of communication, the
Internet, the transnational and transboundary nature of crimes committed in the field
of computer information, the use of computers as tools for committing a crime, the
specific nature of the formation of digital traces, including beyond the jurisdiction of
a particular state, make it possible to ascertain the significant expansion of the pos-
sibilities to use digital evidences in proving, as well as condition the necessity to ad-
dress the problems of proving that arise in the conditions of digitalisation, including
relying on the acquisition of the information theory of evidence, which will allow to
adapt evidence in criminal proceedings to any future innovation achievements, sci-
entific and technological progress and determine the place of digital evidence among
procedural sources of evidence.

Factors that adversely affect law enforcement practice lead to the recognition of
evidence obtained in criminal proceedings as inadmissible, they are of systemic nature
and related to the lack of proper legislative tools. The theory of evidence, which meets
the needs of the time, contains the concept of evidence and proving, according to which
the procedural status of “digital evidence” becomes clear, as well as the lack of unified
terminology and awareness of its legal content.

The scientific potential in the aspect of the development of criminal procedural
science is the information theory of criminal procedural evidences, which, based on the
information theory, explains the essence of judicial evidence as information signals
coming from the objective reality in a mind of a subject of evidence and contributes to
the formation of the corresponding cognitive images.
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The essence of electronic evidence must be investigated through their peculiarities,
inherent features that reflect the specifics and legal nature of electronic evidence, and
using which they can be distinguished as an independent form of evidence.

Relying on the fact that digital technologies are based on the methods of encoding
and transmitting information using dual encryption code, which allow not only trans-
mitting of information but also recognizing it, there is the logical conclusion it is more
expedient to use more wide term “digital information” and “digital evidence”. Elec-
tronic information (and computer information) is only a kind of digital information and
correlates with the latter, respectively, as kind and class.

It is necessary to understand as digital evidence any information (messages, data)
that is in electronic form on the basis of which a court, prosecutor, investigator basing
on a certain established procedural order, determines the presence or absence of cir-
cumstances and facts relevant to a criminal proceeding, an investigation of which can
be conducted using special program and technical means.
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