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Xanc loaxim pamm

Incmumym Cxigrozo npasa
Vrisepcumem mexwnoanoriii, 6isnecy ma gusaiiny
Bicmap, Himeuuuna

Aunatoniiit Borogumuposuu Kocrpy6a

Kageapa yusiavrozo npasa
IIpuxapnamcoxuii HayionarvHuii yrisepcumem imeri Bacuas Cmeganuxa
Isaro-Mparxiscok, Yepaina

IMPABOBA KAACHU®IKALIA BUAIB IHPOPMAUIT
IMMPO PI3UYHY OCOBY

Awnorauisi. [Ipoyecu suxopucmanns, nowupenns, 36epicanns ingopmayii cnpusoms 6UHUK-
HEeHHIO THopmMayiiHux npasosionocur. Tomy ochosHa mema pobomu NoA2aA€ y AHANIZE NPAGo-
601 kKiacugirayii 6uoie ingpopmayii npo Gizuuny ocody. Bemanosnerno, wjo coyianvra npasosa
Oepoicasa 30008 ’a3ana 3abe3neuumu iHopmMayiliHi npasa epoMaodsH AK Ha OMPUMAHHA 00CMY-
ny 00 ingopmayii, max i Cmoco6Ho HEPO3NOECIOONCEHHSL NeBHUX UAI6 OAHUX OJIsL 3AXUCTITY NPAG
ix enacnuxie. Aemopom 6yno cghpopmosano énacHull no2na0 Ha K1ACUpiKayilo nepcoHarbHux
danux @izuunoi ocobu 6 yuginbHomy npaei Yxpainu. Busasneno, wo npasosa npupooa nepco-
HATbHUX OQHUX PI3UUHOT 0COOU NONAAE 8 MOMY, WO OCMAHHI CKAAOAE THPOopmayis — AK CYKYN-
Hicmb gidomocmetl npo nesui nodii, seuwa, cman mowo. L inghopmayis inousioyanizye
cyb’exma npasa — Qizuuny 0cody, AKuil 6 C8010 Uep2y HANOBHIOE il negHUM 3Micmom. 3azanbHo-
gioomum € moti haxm wo Qizuuna ocoda K cyO’ eKM YUBLIbHUX NPABOBIOHOCUH MAE CYCRINbHI
i nPUPOOHI 03HAKU, AKI BNIUBAIOMb HA 11020 NPABOBULL CINAMYC I NEBHUM YUHOM IHOUBIOYANI3YIOMb
t1020. Jlo biono2iunux nepcoHarbHUxX OQHUX Ci0 8IOHECmU 8I00MOCHE PO MOpGogizionoiuni,
bioximiuni i ncuxonoeiuni osnaxu ocoou. CoyianbHi NepcoHAIbHI OAHi CKIA0aromvcs i3 6i00-
Mocmetl npo CiMetHull cmaH, pieeHb 0C8imu mowjo. 3anponoHo8aHo 6CMAHOBUMU HACHYNHY
Kracughikayiro: HOMiHaMUeHi NepcoHanbHi OaHHI i3uyHOI 0codU, AKUMU € Npi3sulye, iM s, no
OamvKosi, 0ama HapoOXHCeHHA MOwo AK 6A3UCHA YMO8a X Kiacughixayii, a maxodc sapiamug-
HI NEePCOHANbHI OaHi Qizuunol 0cobU — 0Cc8Iima, CIMelHUIl CMaH, Micye NPONCUBAHHSL MOWjo, 3d
00NOMO20I0 AKUX BCIAHOBTIOEMbCS 3MICIOBHICIb THHOpMAYIi NPpo 0cobY, O0CALAEMbCI MONC-
nueicmy wimkiwiii idenmuqbixayii inousioyyma 6 «npasosomy noniy. Ix mema nepsicno éusna-
yumu cyb 'ekma Ha niOCMasi 1o2o 3a2aibHOL Xapakmepucmuru. Bapiamueni nepconanvii 0amni
MOJACYMb HAKONUYYBAMUCS AO0 3MIHIOBAMUCS NIO 6NIUBOM 00CMABUH OIICHOCI, HANPUKIAO,
3a munynicmio yacy. Konconioyrouucs 3 HOMIHAMUBHUMU, 60HU CHPUSIOMb OOCACHEHHIO Memu
nepcoHighikayii ¢izuunoi ocoou uum 3abe3neuyemocsa 0bicozoamuicms ingpopmayii npo gizuu-
HY 0CO0).

KurouoBi cjioBa: mepcoHasbHI JaHi, JOKYMEHTOBaHA iHpOpMaIlis, OioMeTpUYHI epCoHaIbHI
JlaH1, HEeMaliHOB1 TIPABOBITHOCHHH.
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LEGAL CLASSIFICATION OF TYPES
OF INFORMATION ABOUT AN INDIVIDUAL

Abstract. The processes of use, distribution, storage of information contribute to the emergence
of information relations. Therefore, the main purpose of the research is to analyze the legal
classification of the types of information about an individual. It has been determined that the
social legal state is obliged to ensure the information rights of citizens both to gain access to
information and to non-proliferation of certain types of data in order to protect the rights of
their owners. The author has formed his own view on the classification of personal data of an
individual in the civil law of Ukraine. It is determined that the legal nature of the personal data
of an individual is that this personal data is information as a collection of information about
certain events, entities, status, etc. This information individualizes the subject of law — an indi-
vidual who, in turn, fills it with certain content.

Keywords: personal data, documented information, biometric personal data, non-property rela-
tions.

INTRODUCTION

As individualized subject of civil law an individual is constantly in civil law rela-
tions with other subjects. Such legal connection is preceded by information about
entities, events or legal status of things, with which parties intend to enter into civil
legal relations. Certain roles in the formation of legal relations between subjects of
law are also the content and flow of information about an individual, with the use of
which it is possible to create one or another legal relation.

Despite the fact that the notion of the personal data is defined in Ukrainian legisla-
tion, its content and classification need to be clarified. Thus, article 2 of Ukrainian law
“On personal data protection” states that personal data is data or collection of informa-
tion about the physical person who is identified or can be specifically identified [1]. At
the same time, this legal act does not disclose the content of such data. There are no
details of data classification about an individual (personal data) in article of law of
Ukraine “On information” [2]. It contains the open list of such information as data on
nationality, education, marital status, religious beliefs, state of health, as well as address,
date and place of birth, etc.
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Analysis of scientific researches concerning this topic also does not give a full
answer to the question about classification and content of data about an individual
(personal data). Thus, scientists such as V. Bridzhko, O. Kulinich, E. Petrov, A. Cher-
nobay paid attention to the study of the issues of the protection of the right to privacy,
the flow of personal data of an individual, but they were more focused on the organiza-
tion of the processing of personal data in the sphere of public legal relations.

At the same time, the uncertainty regarding the classification of personal data of an
individual may lead to a violation of the rights of the latter, in the case of dissemination
of data that is not included in the list established by the current legislation of Ukraine,
but significantly affect the identity of its owner. This is due to the fact that the indi-
vidual independently determines the degree of influence of the dissemination of infor-
mation about him and his spiritual state. This determines the relevance of the study of
this issue in the context of its private legal regulation.

The purpose of the article is to disclose types of information about an individual
(personal data) and create their legal classification on the basis of the established cri-
teria.

Therefore, information about an individual (personal data) is specific information
about subjective civil rights and legal obligations of a person, or his/her legal status,
which ensure the legal personification of an individual.

1. MATERIAL AND METHODS

The processes of democratization of the power relations system and the state
mechanism of Ukraine at the present stage provide the legal regulation of information
openness of state authorities and local self-government bodies. For a more detailed
study of the question, the author used a variety of theoretical methods. The analysis of
modern foreign legislation in the field of information relations allows distinguishing
the following characteristic features that provide public access to public information:

— acts that regulate public access to public information are constitutional;

— all public information with a few exceptions is accessible for media, scientific
organizations, parties, citizens;

— the list of information, which is secret, is determined by law;

— departmental specification of secret data is allowed in exceptional cases, subject
to approval by parliament;

— both citizens of the state and foreigners have access to public information;

— officials are obliged to provide information about their activities.

The method of analysis also allowed to find that the growing demand for informa-
tion leads to the dividing information activities into a separate form that results in ap-
pearing of intangible objects of legal relations. The mentioned actualizes the problem
of scientific research concerning the protection and defense of information resources
in databases, in particular in the aspect of ownership of information. Therefore, scien-
tific research includes certain sequence of actions, methods, operations, which contrib-
ute to learning of objective reality.
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Through the methodological basis there were determined basic notions that explain
scientific events and disclose patterns. The methodological basis of scientific research
means the basic, initial provisions on which it is based. There were determined pat-
terns and mechanisms of legal classifications of types of information about an indi-
vidual.

2. RESULTS AND DISCUSSION
2.1 Features of classification of property and non-property relations

With a view to hermeneutic clarity, the author equates the notions of information
about an individual, record about an individual and the notion of personal data of
an individual, because their legal sense is an individual identification. In order to
disclose the content of this data, criteria of their legal classification, we turn to legal
nature of information about an individual (personal data).

All existing in civil society relations are conventionally divided into two groups.
When implementing the first of them, the subjects interact with each other in order to
change the state of physical substance which forms the object of such relations. They
are property (alienation of property or its creation, temporal transfer of this property to
another person, etc.).

The essence of the second group is interaction of subjects without material compo-
nent of these relations. R. O. Halfina paid attention that there are such relations in law
[3]. Their sense is spiritual life of human, a purpose of which is satisfaction of physi-
ological, cultural, social needs, etc. The multifaceted nature and diversity of personal
non-property legal relations is explained by the theoretical doctrine of natural law and
disclosed by the theory of plurality of personal rights, which is currently supported by
the majority of scholars [4]. Its general meaning is that the diversity of personal non-
property interests influences the diversity of civil-law forms of mediation.

This is absolutely reasonable because the evolution of humankind conduces chang-
es, improvements or cessation of human everyday needs. They are in constant dynam-
ics. Their amount cannot be clearly regulated by the current legislation of Ukraine. The
state establishes an "open" list of general human rights and freedoms, which is not
limited to the norms of the constitutional law of Ukraine. He has a certain level of
abstraction. Consequently, the amount of personal non-property relations is not ex-
hausted. Their type classification has no sense. Only generic classification of personal
non-property rights is expedient. Its purpose is to determine inside-system patterns of
development of non-property rights, mastering the theoretical and legislative material
in their legal regulation.

Mane scientists paid attention to the matter of classification of personal non-prop-
erty relations [5; 6; 7]. The author consider expedient to adopt the classification pro-
vided by N. O. Davydova. It is based on the activities of the subject of law, aimed at
achieving the goal, which is the basis of the instrumental approach in jurisprudence that
L ]
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receives a significant spread in law of the present. The initiative in applying certain
decisions is a feature that allows taking into account the instrumental approach, based
on the assessment of human choice of the implementation of the solution in its own
activities, within which this feature is able to work [4].

In such way, N. O. Davydova divides personal non-property relations into two
groups: 1. Rights that provide the natural existence of an individual (right that provides
well-being; right to liberty and security of person; right to marriage, family, care, etc.).
2. Rights that provide the social existence of an individual (the right to individualization
of citizens in society, the rights that provide the autonomy of the individual (the pri-
vacy of personal life), the rights that protect the results of intellectual activity, the rights
that contribute to the multilateral development of the individual and the expression of
his creative personality, etc.) [4].

An amount of personal non-property rights is the competence of an individual — a
subject of civil law to a certain legal behaviour in relation to the goods of immaterial
nature, which are the object of law. The consent of such goods is information about
status of things, entities or events that occur in a society and to which the subject has
a direct legal interest. For example, the rights of personal life that provide privacy
include a competence of the relevant subject to certain actions to protect them. In
particular, these are the right to have the information about private life of the human,
the savings, the protection or the promulgation. In such way, this information is indi-
cated as the connection of the object with the category of interest and the needs of the
subject.

At the same time, objects mean philosophical category that define any real or
imaginary reality, which is considered as something external in relation to a person
and becomes the subject of person’s theoretical and practical activities. If to consider
this phenomenon as a matter of law, the object is the search legal effect, the subject
of legal control, which is achieved by the content of the law (or the content of legal
relations) [8].

The presence of social or economic value strengthens the point of view that infor-
mation about certain phenomena, state or events is considered as an object of law. This
information reflects professional competence, ability to work and other social properties
of a person. They characterise the individuality of each person as a carrier of unique
elements of physical, physiological, psychological, economic, cultural or social iden-
tity that has a certain legal value.

From the social and philosophical perspective, this information is a reflection of
the reality, which can be stored on physical media or displayed electronically. In such
way, it is certain information about the subject of law, which reflects his or her indi-
viduality, social activity, and is the subject of civil law, receives legal protection against
a possible violation by an uncertain circle of persons. Using information about an in-
dividual (personal data) person’s competence, which provides the implementation of
personal non-property rights, is formed.
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2.2 The features of personal data

Closely related to the identity of the possessor of a right, such information is a seg-
ment of the right to privacy guaranteed by art. 32 of the Constitution of Ukraine,
that is, personal data is also the object of personal non-property legal relations. It
should also be emphasised in the light of the foregoing the feature of personal data is
its abstractness. The list of types of information about an individual (personal data)
cannot be exhausted and has conditional nature.

There are many criteria to classify information as object of law. Some scientists
insist that classification of information cannot be divided. On the contrary, it has to be
single, integral and based on an integrated, systematic approach. Complexity, system-
atic classification involves the singling out and consideration of all possible types and
types of information in civil law [9].

Typically, the classification depends on the purpose, which requires for achieving
a more in-depth study of the subject through its classification.

According to V. G. Afanasiev as an object of law information can be divided into
types on the following basis: 1) on the basis of its relation with the time in which it is
created and used. Accordingly, information about the past, present and future is high-
lighted; 2) by the source of information social and political (including economic,
family-household, etc.), scientific and technical, accounting and statistical information
varies; 3) by the focus: horizontal information, the flows of which circulate between
the authorities of one level, and vertical, circulating through vertical channels; 4) by
the form of the material carrier: visual (visible, documentary) and sound (audible),
teleinformation, newspaper, magazine, embodied in artistic works, etc .; 5) by the pos-
sibility of its repeated use: fixed (documented) — materialized on paper, electronic
memory, etc. (can be used repeatedly) and unpublished (undocumented) — used once,
at the moment of receipt [10].

V. N. Lopatin also suggests certain grounds to classify the information: 1) by the
degree of organisation (ordering) — documents and other information; information re-
sources and free information, which is not listed in information resources; systemized
(catalogs, encyclopedias, rubrications, etc.) and not systemized information; 2) by the
type of carrier (form of fixing) — on a paper carrier, video and sound, computer informa-
tion, in volume and spatial form, oral, energy (biological) during energy information
exchange; 3) by the function (by the scope of application) — mass information distrib-
uted through the media, industry, professional information of interest; 4) by degree of
access — restricted information, information without restriction of access, intellectual
property objects, "harmful information" with restrictions on distribution, other public
information [11].

V. A. Kopylov classifies information basing on features of the legal regulation in
information relations: 1) information as a result of art; (achievements, inventions, dis-
coveries); 2) mass information containing informative messages; 3) documented infor-
mation about citizens (personal data); 4) official documented information; 5) informa-
L ]
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tion, obligatory provided by legal entities and individuals in the order of reporting on
their own activities; 6) information that is not the result of art, but is formed and dis-
tributed as a product; 7) information in the form of information resources as arrays
(stocks) of retrospective information [12].

Undoubtedly, each of the mentioned classifications has its own scientific sense,
because it allows disclosing a sense of certain information in different contexts, deter-
mining features of the legal regulation of this information. However, the given classi-
fication is of general theoretical nature. Unfortunately, it does not reveal functional
meaning of such legal phenomena as personal data of an individual. It is about the role
of this phenomenon in the micro mechanism of regulation of legal relations, in which
personal data is their object. This allows determining features of legal regulation of
personal data flow in civil legal relations, revealing their meaning.

In such way, classification made by N. I. Petrikina is very interesting. Depending
on a legal regime of flow and a scope of application of personal data, she determines
three types: publicly available personal data; special categories of personal data; bio-
metric personal data. The first refers to the personal data, access to which provided by
the person concerned. This information can be reported by an individual and the content
of which is his daily social interaction. Special categories of personal data include in-
formation about race, national identity of a person, political views, religious beliefs,
state of health, etc. Biometric personal data is information that characterises the
physiological features of a person, on the basis of which it is possible to identify a
person (blood group, DNA code, fingerprints, etc.) [13].

It should be emphasized that some researched suggest other variants of differentia-
tion of only personal data. In particular, V. Y. Ishenkov divides it into following cat-
egories: physical, physiological, and relative personal data. Physical and physiological
are a genus, DNA composition, digital external image, height, body weight, blood
composition, etc. In relative author includes: place and date of birth, ethnic origin,
social status, family status, number of children, place of birth, salary level, address and
contact information, political views, etc. [14].

In general without denying the positions of mentioned scientists, we consider ex-
pedient to create the own view on classification of personal data of an individual in
civil law of Ukraine. It is well-known fact that an individual as subject of civil legal
relations has social and natural features that influence his or her legal status and in a
certain way individualise him or her [15;16;17]. This is due to the dual nature of human
as a biological and social being. Therefore, it is expedient to divide personal data of a
person into biological and social (socio-political, legal). Biological should include in-
formation about morpho-physiological, biochemical and psychological characteristics
of the person, namely: information about the state of health, sex, year of birth, physi-
ological image, etc. Social personal data consists of information about the marital
status, level of education, children, professional employment, citizenship, religion,
@
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political affiliation, public position, credit history of a person, conviction, legal obliga-
tions, etc.

This is a doctrinal classification of personal data, which allows determining their
list in the static of legal relations. However, this is not enough, since the static does not
reveal the functional meaning of a particular type of personal data of an individual for
the purpose of its identification. Thus, based on the analysis of information about an
individual in a group of biological or social personal data, it is impossible to identify a
person and to determine the level of his or her legal personality. In order to improve
providing the legal personality personification of an individual, we suggest following
classification: nominative personal data of an individual, which are the surname, name,
patronymic, date of birth, etc. as a basic condition for their classification, and also vari-
able personal data of an individual — education, marital status, place of residence, etc.,
through which the content of information about a person is established, the possibility
of a clearer identification of the individual in the "legal field" is achieved. Nominative
personal data is static. Its purpose is to identify initially a subject based on his or her
general characteristic.

Variable personal data can accumulate or change under the influence of reality, for
example, to the passage of time. Consolidating with a nominative, they contribute to
the achievement of the goal of personification of an individual. Exactly this information
provides the ability of data about an individual to flow.

CONCLUSIONS

Consequently, the notion “personal data” should be understood as the data of a per-
son who is identified or can be identified on the basis of this data or additional in-
formation that may fall into the controller of the data and which contain expressions
of attitude towards that person and an indication of a particular purpose or plans for
this person from the person controlling the data or another person. Current national
legislation defined the notion of personal data: information or collection of infor-
mation about the physical person who is identified or can be specifically identified.
Social significance, participation in legal relations, with regard to the flow of this in-
formation, of a specific subject — the organiser of public information defines whether
information belongs to the public category. Contents of the public information may
constitute information, regardless of the sectorial belonging and type, resulting from
the information activities of the authorities or other public information managers.
Information providers of public information are subjects of power, legal entities,
financed from state and local budgets, persons performing delegated powers, as well
as economic entities. Information and legal status of public information providers,
procedure of giving access to public information, which may be the subject of fur-
ther research in this direction, require separate analysis.

In the research, legal classifications of types of information about an individual
were analyzed. The matter of classification was researched by different scientists.

130



Journal of the National Academy of Legal Sciences of Ukraine, Vol. 26, No. 1, 2019

The author identified that considered classification has a cross-sectorial nature, since
the above listed personal data are systematised for the purpose of its use, including
in the public law field (tax law, forensics, etc.). That is why in the author’s opinion
it is methodologically unacceptable. We consider erroneous to combine law phenom-
enon that have different fields of application, as well as the method of legal regulation
of legal relations, in which they become the object of law, or legal means of their
regulation.

Enforcing the right of an individual related to the processing of their personal data
with the help of an effective institutional and legal mechanism should become the
purpose improving the protection of personal data in Ukraine. Legal basis of personal
data protection defined by framework law needs to be adapted to EU legal norms and
further significant improvement.
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